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Sourcefire Solutions for The Real World

Introducing Enterprise Threat Management (ETM)-Sourcefire’s intelligent security infrastructure for efficient and effective
risk management. ETM is the integration of a variety of network security technologies under one management console to
provide all-the-time/real-time knowledge of attacks, targets, and the state of your critical systems. With Sourcefire ETM, your
organization will have the maximum knowledge to protect against attacks.

Intrusion Prevention

Intrusion Prevention-Sourcefire is widely regarded as having the most comprehensive intrusion prevention system (IPS)
available today, powered by the de factor standard Snort® rules-based detection engine. To take Sourcefire IPS™ to the
next level, leverage the real-time network intelligence of Sourcefire RNA™ (Real-time Network Awareness) to enable
Adaptive IPS, which saves time and money by significantly reducing the number of actionable events and automating the
ongoing IPS tuning process.

Bmount of Human
Intervention Reguirned

Centralized Management

Cast to Oparate

Network .
Intelligence Mumber af Falsa Positives

User
Intelligence
Mumber of False Megatives

Patential for
Menwork Downtima

Network Visibility

Sourcefire RNA provides a real-time inventory of all operation systems (OSes), services, applications, protocols, and
potential vulnerabilities that exit on the network. Once RNA has established a network inventory baseline, its powerful Policy
and Response engine can notify Information Security or Network Operations when a new host appears on the network and/
or when an existing host has changed its approved configuration.

Network Behavior Analysis (NBA)

Sourcefire’s NBA solution solves the daily challenges faced by Information Security and Network Operations. Sourcefire RNA
enables Information Security to detect and quarantine internal threats by establishing traffic baselines and detecting network
anomalies. RNA enables Network Operations to monitor bandwidth consumption across the network and troubleshoot

network outages and performance degradations.

Virtualization

The Sourcefire 3D® System defends both physical and virtual environments. By placing 3D Sensors at ingress and egress
points to your virtualized systems, Sourcefire can detect, alert and block threats that emerge from inside and outside your
virtualized systems. To help combat “VM Sprawl” Sourcefire can detect VMware virtual machines and classify them as such
within RNA host records. This enables IT security to identity new hosts in real time as either physical or virtual and helps to
ensure compliance with configuration management, change management, and acceptable use policies (AUPs)

HURRY! Contact us now and tell us that you’re interested to do the product evaluation (POC)
and get a mysterious gift*. For more details on this program, call us @ 03-7805 7568 or email to
sales@securesourced.com or marketing@seuresourced.com

* Terms and conditions apply
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