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LATEST PRODUCT NEWS

Sourcefire OFT-
Overlooked Competitive
Advantage-User Identity

Tracking

Sourcefire launched its user
identity tracking product,
Sourcefire RUA, in September
2007. Since then, mare than
100 customers have incorpo-
rated user identity tracking
number inta their Sourcefire 3D
deployments.

Today, Sourcefire remains the
only IPS vendor with the ability
to correlate usernames and
associated attributes with
security and compliance events.
This is a clear and decisive
advantage over the likes of

McAfee, TippingPoint, ISS and
others.

Southend Secures Email
with Proofpoint

Southend University Hospital
NHS Foundation Trust is rolling
out a secure email solution
from Proofpoint across its
2,000 PCs.

The move fallows a review of IT
in May 2008, which showed the
trust needed to improve its
email security to meet Depart-
ment of Health guidelines intro-
duced as a result of data leaks
in the NHS.

At the time, Southend had taken
a strategic decision not to use
NHSMail, because it had already
invested in a Microsaft Ex-
change 2008 environment. It
was also concerned about the
amount of administrative work

Without user identity tracking,
T security analysts must manu-
ally correlate IP addresses of
hosts under attack (or hosts at
the source of an attack) with
DHCP logs and Active Direc-
tory/LDAP logs. At Auto-
Trader.com, this manual proc-
ess took approximately G0
minutes to complete and could
only be performed by a member
of the networking team-
assuming that person agreed to
drop what they were doing to
assist.

When a high-impact intrusion
event occurs, the clock is tick-
ing. Time is of the essence.. A
host may have been compro-
mised. That host may soon be

invalved in setting up and run-
ning NHSmail accounts. How-
ever, it needed an email en-
cryption solution that would
work with its existing set up.
Konrad Hutchins, acting 3rd line
team leader said: “The key
benefits had to be that it was
invisible to the end user and
easy to deploy as well as being
simple for the user and recipi-
ent to use.”

The trust organized a 30-day
proof of concept trial on out-
bound mail to access how much
sensitive information could
potentially leak. The Proofpoint
appliance highlighted mare than
1,000 instances of unsecured
outbound mail containing infor-
mation that should have been
encrypted.

ecure Source Bulletin

infecting other hosts. Or worse-
the intruder maybe stealing
valuable date (e.g. credit card
numbers, social security num-
ber, intellectual property),
which could result in bad pub-
licity, damaged reputation,
class-action law suits, and
certainly customer erosion.

Sourcefire RUA represents a
significant competitive advan-
tage and is one of the many
reasons Garner views Source-
fire as the most visionary
leader in the IPS space.

“The audit provided the means
of tracking data when liaising
with other trusts and third .
parties such as external GPs,
social services and other or-
ganizations,"” said Hutchins.
“Users could send an email that
was automatically encrypted
and the recipient had to come
to us to retrieve the informa-
tion securely.”

Proofpoint offers end-point
security while providing anti-
spam and anti-virus protection
all within one system. Hutchins
continued: “We're now able to
contral our data and track
where it is going. We've de-
ployed a secure mail system,
which is simple and easy to use
for everyone.”
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Did You Know?

SNUF

Snort's 10th Anniversary /s year, SNORT
is celebrating its tenth anniversary. Snort is the
de factor standard for intrusion detection and
prevention with more than 3. 7 million downlpads
and aver 225,000 registered users, making it
the mast widely deployed IPS Technology in the
waorld

Sourcefire Customers Protected Ahead of
W32.Downadup/Conficker Outbreak

Gartner Magic Quadrant For Email Security
Boundaries 2008 From Proofpoint

Southend Secures Email with Proofpoint

Imperva SecureSphere is Best Web Applica-
tion Security Solution Finalist in SC Awards

2009
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PROMOTIONS/CAMPAIGN

> Sourcefire IPS Valuable Promotion, 15th February to 15th May 2009
> Proofpoint FREE POC Campaign, Ist of April to 30th June 2009

>  Imperva eDM - SecureSphere

For more details on promotions, please call Sylvia Soo or Victoria Lau @ 03-780a 7568 or email to sylvia.soo@securesourced.com

or victoria.lau@securesourced.com or visit www.securesourced.com

INDUSTRY NEWS

Case Study: Halesowen College, Sourecefire 3D System

http:/ /www.computing.co.uk/computing/features /2238187 /college-seeks-balance-security-4517286

Imperva Grows Business by more than 80 percent in 2008

http:/ /www.imperva.com/news/
press/2009/02_10_Imperva_Grows_Business by More_than_80 Percent_in_2008.html

IPS Vendor Growth (Q4 2007—Q4 2008), by Units
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Secure Source Distribution (M) Sdn Bhd k About Us
Secure Source Distribution (M) Sdn Bhd is a Value Added Distribution by providing |eading (g SECURE

Security Product solutions to our channels. We entered into partnership with world-class (O g 0O U R

leading security vendors such as Sourcefire, Proofpoint, Imperva, Bradford Netwaorks, Confidence with Sacurity

Clavister, Infoblox, Triken, Elfiq Netwarks, Airtight, BlueCoat Watchfire, Websense and elll

networks. Our objectives are to provide Best-of-Breed Security products and to build a B30, Black A. Kelana Centre Paint,
strong channel infrastructure in supporting customers in the local .T market. Jin $87/18. Kelana Jaya
With a team of experienced and skilled |.T experts, Secure Source is able to deliver quality 47301, Petaling Jaya
support and services by rendering prompt response to all sales and technical related Selangor D.E
matters to our channels. We can offer services such as security audit, penetration testing, Phone: 03-7805 7568
wireless security, email security and many more. In addition, Secure Source offers technical 03-780a 788
hands-on training to all our represented products. Fax:  03-7880 3568
E-mail: sales[securesourced.com
FEEDBACK LIRL: www.securesourced.com

All suggestions, ideas, concerns, input are welcome. Email to: marketing@securesourced.com
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